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NOTICE

The FDA is unable to provide technical support for this software and does not plan to release future
versions. If you have any comments on this software please email
pocasourcecoderequest@fda.hhs.gov.
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1. SYSTEM REQUIREMENTS

There are two options available for deploying the database and the application for POCA in Public

Release.

Option #1 (Two Tier System):
The database can be deployed on to one tier and the application can be deployed to the company’s
intranet web server (second tier). It is recommended that this deployment option should be performed
by the experienced Oracle DBAs and server administrators. The database can be deployed on Windows,
UNIX, or Linux Operating Systems. The recommended version of Oracle Database is 12c. The
application must be deployed on a Windows application server. The minimum requirements
recommended for the Windows application server are:

a. Windows 2012, Windows 2008, Windows 7, Windows 8, Or Windows 10

11S6/7/8

Oracle 11g/12c Client (including ODP.Net)

Microsoft .Net Framework 4.0

8 GB RAM

4 GB Disk space available

Visual Studio 2010 (only needed if modification to the source code is required)

®m 00T

Option #2 (Single Tier System):
The database and application can be deployed on one Windows server or PC. The minimum
requirements recommended for this configuration are:
a. Windows 2012, Windows 2008, Windows 7, Windows 8, Or Windows 10
11S6/7/8
Oracle 12c R1 Database
Microsoft .Net Framework 4.0
8 GB RAM
20 GB Disk space available
Visual Studio 2010 (only needed if modification to the source code is required)

™0 oo o

OPTION #1 IS BEST DEPLOYED BY EXPERIENCED DBAs AND SERVER ADMINISTRATORS.

Information will be provided for both the options. However, to accommodate users not familiar with
installing Oracle, some example screen prints and details will be provided for Option #2.

Download Software from FDA internet site: Download the zip file from the FDA internet site to your local

computer (preferably in C: drive). Unzip or extract the software to your local drive. The extracted files will
be used to install, configure, and setup both the database and the POCA application. The generic name of
the unzipped folder is ‘POCA Installation Folder’.

There are two paths to get to the latest version of the POCA application. If you already have the POCA
Version 4.2 running either in Two-Tier or Single-Tier, you can simply apply the upgrade script and copy the
latest software. In all other cases and if you want to follow the full install despite having an earlier version,
follow the full install path steps.
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2. UPGRADE PATH
If you are already working on a prior version POCA 4.2, please follow the instructions below.

2.1 Download POCA Software from FDA internet site
Download the zip file from the FDA internet site to your local computer (preferably in C: drive). Unzip
or extract the software to your local drive. The extracted files will be used to install, configure, and
setup both the database and the POCA application. The generic name of the unzipped folder is ‘POCA
Installation Folder’.

This deployment option is recommended for experienced DBAs and server administrators. It is assumed
that a mail server is already configured and accessible.

1. Keep ready the credentials for the current POCA user and database for the existing Oracle
12c R1 database.

2. Download the compressed (zip) file provided in the FDA web site and unzip the file.

3. Copythe POCA DB Install directory from the unzipped folders to the C: drive on the server or
an appropriate temporary directory on a Unix/Linux server. This directory can be deleted when
the installation is complete.

2.2 Run Upgrade script
Locate the upgrade_42 43 poca.bat or upgrade_42 43 poca.sh in the folder
POCA_DB_Install\upgrade depending on where you are running the script from. Follow the
prompts and if the database backup is already available, provide the sys user password when
prompted. If your database connect string is different from poca, edit the script with correct
information before running.

If you encounter any issues with running the batch or Shell script, login as sys from sqlplus
manually and run the script poca_usan_43 deploy_scripts.sql from the folder
POCA_DB_lInstall\upgrade.

Prepared by BITS 4




POCA Public Release Installation Guide October 2019

B C\WINDOWS\system32\cmd.exe R

HEHHHHBEHEHHHBHHHHEHEHH BB H BB HBHEH BB HH B HH HEHH HHHEBHEH
POCA USAN deployment scripts begins. :::

This script upgrades the POCA 4.2 to 4.3. :::

Do not run the script for any pre-4%.2 version HiH

BACKUP DATABASE BEFORE RUNNING THIS SCRIPT EEE

HEHHBHHBHEBH BB HEBH S H BB H BB H BB H BB HEHB HBHH
Press ENTER key to Continue with install

When the script completes, you can check the logs on the screen and press enter.

=N CAWINDOWS\system32\cmd.exe

xxx USAN Packagesssx
Package created.

No errors.

Package body created.

No errors.
=xxx re-compiling invalid objects =xx

PL/SQL procedure successfully completed.

10032019 11:08:59

=xxx POCA USAN deployment scripts endssxx

You may close the Window after verfying for any errors or press ENTER key to exi
t

Next Step would be updating the application.
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2.3 Upgrade the application from 4.2

Assumptions:

e C:\lInetpub\wwwrootis the default folder for IIS virtual directories
e _Netframework 4.0 is installed
e POCA 4.2 application is already running.

Locate the folder ‘poca’ under C:\Inetpub\wwwroot. On the POCA extracted folder, find the folder
“POCA_Published_Files.”

Backup the POCA 4.2 code including Web.config if you made any specific changes with the old version.

Copy the contents of the folder into the x:\Inetpub\wwwroot\poca folder on your computer, where x is
the drive where lIS is installed (usually C:\).

Restore the Web.config if it was backed up as part of the install.
Recycle IIS and test the application.

Open the URL http://poca.pub.com/ and Log into the application with the User ID “Admin” and
password “pocaadmin$”

NOTE: If you have issue installing the application please refer to Section 4 in this document.

3. FULL INSTALL PATH (DATABASE )

3.1 Option #1
Download the zip file of POCA software and other documents from the FDA internet site to your local
computer (preferably in C: drive). Unzip or extract the software to your local drive. The extracted files
will be used to install, configure, and setup both the database and the POCA application. The generic
name of the unzipped folder is ‘POCA Installation Folder’.

This deployment option is recommended for experienced DBAs and server administrators. It is assumed
that a mail server is already configured and accessible.

1. Install Oracle 12c R1 database software on a database server or if already installed use an
existing Oracle 12c R1 database.

2. Download the compressed (zip) file provided in the FDA web site and unzip the file.

3. Copy the POCA_DB_lInstall directory from the unzipped folders to the C: drive on the server or
an appropriate temporary directory on a Unix/Linux server. This directory can be deleted when
the installation is complete.

4. Open the script 'create_POCA.sql' available in the directory ‘POCA_DB_Install\full’. If deploying
on Unix or Linux, the Windows pathnames (highlighted below) need to be changed with “/”.
For your reference the section ‘C:\app\oracleHomeUser1\oradata\POCA\’ needs to be
modified based on Oracle Home, Oracle Base, Datafile location and Database configuration
based on the existing system. This will be the location of data file for the POCA schema.
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j create_poca.sql - Notepad
File Edit Format Wiew Help
spool C:\POCA_DB_Install\cr_POCA.log

JRIEMY  o5co8 o s ok e s e oo e ok s o s o e o s o s o o e o e ool o ok s o ok s o o s ook e o s s ook ke

REM All references to directories will need to be changed
REM to match the directory structure of the server
REM
REM =*= RUN THIS SCRIPT AS SYS USER *=*
REM
REM Create FDA tablespaces
drop tablespace FDA including contents and datafiles;
create tablespace FDA
datafile "[RO o R e T A G @ poca_data.dbf® size 2008M REUSE AUTOEXTEND ON MAXSIZE 3@00M;
DROP USER POCA CASCADE;
create user poca identified by poca_user;
grant create session to poca ;
grant dba to poca ;

PRI o8 o oo oo o o o o o o R R R

REM * set default tablespace and
REM * temporary tablespace for user poca.

JRIEMY o5 oS o o o e a5 8 SR TR R B AR R 8 0 R R R

alter user poca

default tablespace FDA

temporary tablespace temp

quota unlimited on FDA;
grant execute on sys.dbms_session to poca;
grant execute on sys.dbms_sql to poca;
grant execute on sys.dbms_output to poca;
grant execute on sys.dbms_job to poca;
grant select on sys.dba_users to poca;
grant select on sys.dba_jobs to poca;
grant select on sys.dba_wiews to poca;

REM

REM Create pocaadmin role and grant permissions to this role
REM

JI.'S-ZC

create role pocaadmin identified by pocaadmin;

NOTE: If you encounter ORA-65096 error, please refer to the section 5: Additional
Notes

5. Create a physical folder 'dump_dir' in the server (e.g. in C: drive) where Oracle database is
installed. Change the path names as appropriate for Unix/Linux. Place the dump file
'pocapub.dmp' from ‘C:\POCA_DB_Install\full’ to the dump_dir directory.

6. Create a folder C:\poca_data_import in the server where Oracle database installed. Please
change the path as appropriate to Unix/Linux.

7. Go to C:\POCA DB_Install\full folder and execute by double-clicking the batch file
‘import_poca.bat’. Or for Unix ‘sh import_poca.sh’.

NOTE: Provide poca/poca_user@poca if you have not changed from default or give correct
password and connect strings changed them

OR

Execute the data dump import command as follows. Run from the command prompt
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(change username/password and connect string as needed).

impdp poca/poca_user@poca DIRECTORY=dump_dir dumpfile='pocapub.dmp’
logfile="imp_poca.log' schemas=POCA

Data load and post-import setup

8. The POCA database includes four data sources: DrugsatFDA, RxNorm, Suffixes in proper name of
biological products and USAN which will upload upon installation. To upload monthly data
refreshes for these data sources, follow the instructions 9 through 10 below.

9. Connect SQL*Plus as the POCA user and run the following SQL update command. This is
necessary for you to provide the value of the full directory path of the ‘POCA_DATA_IMPORT'.
As an example 'C:\POCA_DATA_IMPORT' for windows and '/POCA_DATA_IMPORT' for UNIX OS.

SQL>UPDATE POCA.USER_SETTING SET U_SETTING_VALUE = 'C:\POCA_DATA_IMPORT'
WHERE |_SETTING_ID = 4084 AND Ul_USER_UID = '01};
COMMIT;

SQL> Truncate table POCA.USER_PASSWORD_HISTORY;

SQL> UPDATE "POCA"."USERS" SET DT_LAST LOGON =sysdate, | LOGON_COUNT ="'0',
DT_CREATED =sysdate, DT_UPDATED =
sysdate,i_failed_attempts=0,f password_expired=0 WHERE U_USERNAME='Admin’;

SQL>COMMIT;

10. For future drugs data, FDA will provide formatted data files in the internet site. You can
download data files from there and copy those into ‘poca_data_import’ directory and The
format of the data file names would be as ‘rxnorm_YYYYMMDD _New.txt’ for RxNorm data file
and ‘drugsatfda_YYYYMMDD_New.txt for DrugsatFDA data file (Example for YYYYMMDD is
20160922 for Sep 22, 2016 is the download date) and similar formats for USAN and Suffix data.
After that you can load data through POCA application. Details of data load procedures are
described in Help manual.

Email Settings (OPTIONAL)

11. In order to implement the email functionalities of the POCA application to work, some email
settings in the database need to be changed. It is necessary to edit and run three scripts and
run one update command as follows. THIS IS REQUIRED IF YOU HAVE ANY SMTP EMAIL
SERVER. If not just skip this step.

a. Inthe C:\POCA_DB_|Install\full directory, open the file demo_mail_pkg.sql in
Notepad. At the top of the file you will find a section labelled “Customizable
Section” as shown below. Change the smtp_host, smtp_port (if necessary),
and smtp_domain to the correct values as applicable to your company’s email.
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Save the file.

Customizable Section

-- Customize the SMTP host, port and your domain name below.
smtp_host VARCHAR2(256) := 'yoursmtpserver.yourdomain';
smtp_port PLS_INTEGER := 25;

smtp_domain VARCHAR2(256) := 'your.domain';

-- Customize the signature that will appear in the email's MIME header.
-- Useful for versioning.
MAILER_ID CONSTANT VARCHAR2(256) := 'Mailer by Oracle UTL_SMTP;

| DEMO_MAIL.pkg.bet - Notepad =N =R
File Edit Format VYiew Help
CREATE OR REPLACE PACKAGE POCA.demo_mail IS -

m

——————————————————————— customizable section -——————-——-————————————

-- Customize the SMTP host, port and your domain name below.
/#smtp_host VARCHARZ(ESE) 1= smtp ¥da gov'; --(or 10.15.7.11)
smtp_port  PLS_INTEGER
smtp_domain VARCHARZ (256)
smtp_host VARCHARZ (256)
SMtp_port  PLS_INTEGER
smtp_domain WARCHARZ(256)

fda gov'; ¥/
yoursmtpserver.yourdomain';

"your. domain’;

-- Customize the signature that will appear in the email’s MIME header.
-- Useful for versioning.
MAILER_ID  CONSTANT VARCHARZ(256) := 'Mailer by oracle UTL_SMTP';

————————————————————— End Customizable Section --—-—————————————————

-- A unique string that demarcates boundaries of parts in a multi-part email
-- The string should not appear inside the body of any part of the email.

-- Customize this if needed or generate this randomly dynamically.

BOUNDARY CONSTANT VARCHARZ2(256) = '----- 7D81B75CCCO0D2974F7ALCED”

FIRST_BOUNDARY CONSTANT WARCHAR2(256) :
LAST_BOUNDARY CONSTANT VARCHARZ(256) :

'--" || BOUNDARY || utl_tcp.CRLF;
'—='" || BOUNDARY || "--"
utl_tcp.CRLF;

-- A MIME type that denotes multi-part email (MIME) messages.

MULTIPART_MIME_TYPE CONSTANT VARCHAR2(256) := mu1t1part/m1xed boundary=""1|
BOUNDARY || .
MAX_BASES4_LINE_WIDTH CONSTANT PLS_INTEGER =76 /4 % 3;
-- A simple email AFI for sending email in plain text in a single call. A
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b. Inthe C:\POCA_DB_Install\full directory you will find DATA_ACCESS_LOAD.sq|,
open the file in a Notepad. Find the section labeled “/* SEND EMAIL */.” Enter
your desired email address in the single quotes where it says youremail@domain.
Save the file.

'j DATA_ACCESS_LOAD.sql - Notepad
File Edit Format View Help
(10) | |cHR(13);

email_message := email_message || 'Datasource Name: '|| record_source_name ||chr(10)||chr(13);

email_message := email_message || 'Usernmame: '|| username_in ||chr(10)||chr(13);

email_message := email_message || 'Load started: '|| to_char(start_time, "MM/DD/YYYY HH:MI:5S AM") ||chr(10)||chr(13);
email_message := email_message || 'Load Ended: '|| to_char(end_time, 'MM/DD/YYYY HH:MI:5S aM’) ||chr(10)||chr(13);
email_message := email_message || 'Load Time: '|| to_char(((end_time-start_time)*24%60%60), 'FM99999998") ||' seconds';

--initialize email message variables
Tocal_subject :=
'POCA Data Access Log Report ' || to_char(sysdate(), 'MM/DD/YYYY');

--retrieve the email for load results messages

Tocal_from := 'youremail@domain’;
FOR rec IN (SELECT U_SETTING_VALUE
FROM USER_SETTING US
JOIN UI_SETTING 5
ON US.I_SETTING_ID = 5.I_SETTING_ID
WHERE S.U_SETTING_NAME = "DATA_LOAD_EMAIL'
AND (US. UI_USER_UID = local_user_id
OR US.F_GLOBAL = 1)
)
LOOP|

IF local_to IS NULL THEN
local_to := rec.U_SETTING_VALUE;
ELSE
local_to := local_to || ";" || rec.U_SETTING_VALUE;
END IF;
END LOOP

i
IF local_to IS NULL THEN

local_to := ‘youremail@domain';
END IF

DBEMS_OUTPUT.PUT_LINE( 'From: " ||Tocal_from);
DBMS_OUTPUT.PUT_LINE('To: " ||local_to);
DEMS_OQUTPUT.PUT_LINE( 'Subject: ° ||local_subject);
DBMS_OUTPUT.PUT_LINE( 'message: " ||email_message);

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TO, MSG_SUBJECT, MSG_BODY)
VALUES (Tocal_from, Tocal_to, local_subject, email_message);

--set up the connection
Tocal_connection :=

demo_mail.begin_mail(sender => local_from,
recipients == local_to,
subject = local_subject,

c. Find the section of the procedure as above where ‘demo_mail’ is called and uncomment the two
lines as highlighted by removing two dashes (--) at the beginning of the lines.
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DATA ACCESS LOAD.sql - Notepad

File Edit Format View Help
DBMS_OUTPUT. PUT_LINE( 'subject: ' ||local_subject); A~
DBMS_OUTPUT. PUT_LINE( 'message: ' ||email_message);

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TO, MSG_SUBJECT, MSG_BODY)
VALUES (local_from, local_to, local_subject, email_message);

--set up the connection
local_connection :=

demo_mail. begin_mail(sender => local_from,
recipients => local_to,
subject => Jocal_subject,
mime_type => ‘multipart/mixed’);
--send mail
--demo_mail.write_text(conn => local_connection,

- message => CHR(10)||CHR(13) || 'Auto-generated Data Access Log
Report. " | |CHR(10) | |CHR(13));

/*%**% pemove the comment below for Tier -2 Option 1%¥%%%%/
--demo_mail.write_text(conn => local_connection, message => email_message);
--demo_mail. end_mail(conn => local_connection);

EXCEPTION
WHEN  invalid_id
THEN
SELECT GET_ERROR_ID(err_type,err_parameter), GET_ERROR(err_type,err_parameter)
INTO err_id, err_description FROM dual; £
RAISE_APPLICATION_ERROR (err_id, err_description);
RETURN
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d. Similarly, in the C:\POCA_DB_Install\full directory, open the file
DATA_ACCESS_REFRESH.sql in a Notepad. Find the section labeled “/* SEND
EMAIL */.” Enter your desired email address in the single quotes where it says
youremail@domain as highlighted in yellow and save the file.

| DATA_ACCESS_REFRESH.sql - Notepad

Fil

e Edit Format View Help

/¥

¥

a

e.

LOG THE LOAD DATA ACTION */
data_access_audit(username_in,item_id{ LOAD", 'Data_Access_Action’),record_source_id_in,filename_in,file_date_in);

SEND EMAIL */
--compose the ema‘l'l messa
email_message CHR(lO)I?CHR(H)II ' AUTO- generated Data Refresh Log Report. IICHR(lO)I |CHR(13);

email_message = email _message || 'The data file '||filename_in||"' contains ||t0 char (new_| record _count)||" rows. ||cCr
eguirll'l_m%ss:)a\ge := email_message || 'of the '||to_char(new_record_count) ||’ rows, '||to_char(true_record_count)||’ distinc
0 CHR(13);

email_message := email_message || 'Datasource Name: '|| record_source_name ||chr(10)||chr(13);

email_message := email_message || 'username: || username_in ||chr(10)]||chr(13);

email_message := email_message || 'Load started: '|| to_char(start_time, 'MM/DD/YYYY HH:MI:S5 aM') ||chr(10)||chr(13),
email_message := email_message || 'Load Ended: '|| to_char(end_time, 'MM/DD/YYYY HH:MI:55 AM') ||chr(10)||ch 13);
email_message := email_message || 'Load Time: "|| to_char(((end_time-start_time)*24%60%60), FM99999999") ||’ seconds’ H

——initialize email message variables
local_subject :=

"POCA Data Access Log Report ' || to_char(sysdate(), 'MM/DD/YYYY');
—--retrieve the email for load results messages
local_from := 'youremail@domain’;
FOR rec IN (SELECT U_SETTING_VALUE
FROM USER_SETTING US
JOIN UI_SETTING 5
ON US.I_SETTING_ID = 5.I_SETTING_ID
WHERE S.U_SETTING_NAME = "DATA_LOAD_EMAIL'
AND (US.UI_USER_UID = local_user_id
OR US.F_GLOBAL = 1)
)
LOOP

IF local_to IS NULL THEN
local_to := rec.U_SETTING_VALUE;
ELSE
local_to := local_to || ";" || rec.U_SETTING_VALUE;
END IF;
END LOOP

H
IF Tocal_to IS NULL THEN

local_to := 'youremail@domain';
END IF

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TO, MSG_SUBJECT, MSG_BODY)
VALUES (local_from, local_to, local_subject, email_message);

--set up the connection

local_connection :=
demo_mail.begin_mail(sender => local_from,
r"ec‘lp'lents = 'Ioca'l —to,

Find the section of the procedure as above where ‘demo_mail’ is called and uncomment the two
lines as highlighted by removing two dashes (--).
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File Edit Format View Help

IF local_to IS NULL THEN
local_to := ‘youremail@domain’;
END IF

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TO, MSG_SUBJECT, MSG_BODY)
VALUES (local_from, local_to, local_subject, email_message);

--5et up the connection
local_connection :=

demo_mail.begin_mail(sender == local_from,
recipients == local_to,
subject => local_subject,
mime_type => ‘multipart/mixed’);
--send mail
——demo_mail.write_text{conn => Jocal_connection,

- message => CHR{10)||CHR(13) || 'Auto-generated Data Access Log
Report. | |CHR(1O0} | [CHR(13));
J#%%% pemove the comment below for Tier -2 option 1®#%%%%/
——demo_mail.write_text(conn => local_connection, message => email_message);
——demo_mail.end_mail(conn == local_connection);

/* DELETE THE LOAD TABLE %/
FOR rec IN ({ SELECT object_name
FROM USER_OBIECTS
WHERE object_type = 'TABLE'
AND object_name =
record_source_table )
LOOP

m

f.  Now run all the three script files in SQL*Plus. Open SQL*Plus and login as the user
“poca” with the password “poca_user” and run the three script files as shown
below.

SQL> @C:\POCA_DB_Install\full\demo_mail_pkg.sq|

Package created.

Package body created.

SQL> @C:\POCA_DB_Install\full\data_access_load_proc.sql
Procedure created.

SQL> @C:\POCA_DB_Install\full\data_access_refresh_proc.sq|

Procedure created.

g. Also, login in SQL*Plus as the user “poca” and run the following SQL commands
substituting your email address in the line “set u_setting_value =
‘youremail@company.domain’. Use a valid Administrator email address to
replace ‘youremail@company.domain’.
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SQL> UPDATE POCA.user_setting
SET u_setting_value = 'youremail@company.domain'
WHERE i_setting_id in (4060,4061,4083);

SQL> UPDATE POCA.users
SET u_email = 'youremail@company.domain'
WHERE u_username = ‘Admin’;

SQL> commit;

12. Contact the database administrator to get the ACL (Access Control List) for smtp setup. Add the
ACL privilege to POCA account. This should be done by the DBA. Assumption is that the ACL
name is ‘smtp_acl.xml’.

begin
DBMS_NETWORK_ACL_ADMIN.ADD_PRIVILEGE
('smtp_acl.xml','POCA', TRUE, 'resolve');
commit;
end;
/
begin
DBMS_NETWORK_ACL_ADMIN.ADD_PRIVILEGE
('smtp_acl.xml',POCA,TRUE,'connect’);
commit;
end;

/

13. Install the Oracle Client software on the server intended to host the application. Use the Oracle
Net Configuration Assistant to set up the tnsnames.ora file with an entry (as for example ‘poca’)
for the previously established database (in step #1) and host information of the database server.
For more clarifications about configuring TNS file please check deployment option #2, Step #15
below and you can manually modify the TNS file as per the configuration need.

If Oracle Client is not installed you need to install ODP .NET software at a minimum. Oracle
11g/12c client comes with ODP.NET as default.
There are two ways to install the ODP .NET software:
a. (Recommended) During installation select the installation type “Administrator”. This
ensures that the “Oracle Data Provider for .NET” is installed, (or)
b. Select the “Custom” type. If this option is chosen, “Oracle Data Provider for .NET” must
be manually selected to be included in the installation.

14. Next, create the POCA application. Refer to the section 4 later in this guide for “Installing the
Application”.
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3.2 OPTION # 2 Deployment
DEPLOYING THE DATABASE AND APPLICATION ON ONE SERVER OR PC

Here are the steps that create the database and install the application. The steps are provided for the
benefit of those who are not familiar with installing Oracle software. You can go to Oracle site for
detailed information and more clarifications.

To create the POCA database successfully, you need:

1. One of the Windows servers/PCs with Windows 2012, Windows 2003, Windows 7, Windows 8 or
Windows 10 installed, with at least 4 GB available for the POCA database, and the following Oracle
Products are already installed:

Oracle database 12c R1
2. POCA Public release install package (downloadable form FDA web site).

The Oracle database software on the computer should be installed by a user with Administrator rights.
To check user rights, go to Control Panel and click on User Accounts.

The User Accounts dialog will appear. Locate your name in the User Name column of the Users for this
Computer field. Once found, check your access rights in the Group column. It should be set to
Administrators.

Creating POCA Directories

To create POCA directories you need to:

1.

If installing to a drive other than C: drive, substitute the appropriate drive letter in all of the
path names mentioned in the instructions and in the scripts provided. However, to make it
simple, it is advisable to install the software to C: drive.

Download the zip file and extract in your local drive. Copy the folder POCA_DB_Install from
the extracted file to the C: drive.

Create ‘poca_data_import’ folder in your local drive as C:\poca_data_import.

Copy the file ‘drugsatfda_20160922_ New.txt’ from the C:\ POCA_DB_Install
\POCA_Datasources directory to the C:\poca_data_import directory.

Copy the file ‘rknorm_20160905_New.txt’ from the C:\ POCA_DB_Install
\POCA_Datasources directory to the C:\poca_data_import directory.

Copy files related to other data sources also in the same way.

Create a folder ‘Dump_dir’ under C drive. Place the database dump file ‘POCAPUB.dmp’
from the C:\POCA_DB_install\full to C:\Dump_dir directory.

Prepared by BITS 14




POCA Public Release Installation Guide October 2019

Creating POCA database on a Windows PC or Server

The following instructions are created based on the assumption that the Oracle Database 12c software

will be installed on Windows.
1. Download Oracle 12c R1 Standard or Enterprise Edition. Unzip all the files in a folder under your

local drive (e.g. C drive).
2. After unzip, there will be 2 folders created name similar like “1 of 2” and “2 of 2”. Copy all files

from “2 of 2 folder”\database\stage\Components to “1 of 2 “\database\stage\Components.

» winxbd_12102_database_2o0f2 » database » stage » Components

-~

Date modified

8/14/2017 3:37 PM
142017 3:37 PM
o 14/2017 3:37 PM

aracle.ctx

oraclejavavm.containers

oracle.rdbms

aracle.rdbms.install.seeddb

cracle.rdbms.install.seeddb.sample_sche...

If you fail to copy files you will get this error while database configuration step. In that case copy
the files as described above and re-install.

Oracle Database 12¢ Release 1 Installer x 1

Fiie not found
Chapproracie_home_1Z2c\producti]2.1.0Wdbhome_1\rdbmslinstalhsbsrcsess bat

abert | Retry | | Contiue |

3. Run the setup.exe from the extracted folder to install Oracle software and database.

15
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g Oracle Universal Installer = || =] 22

Starting Oracle Universal Installer... -

Checking monitor: must he configured to display at least 256 colors Higher than
256 . Actual 4294967276 Passed

Preparing to launch Oracle Universzal Installer from C-sUserswOSE-Test-AppData“l
ocal~Temp~Oralnstall2fl4-89-25_11-35%-49AM. Flease wait ...

4. After completing the initial setup it will open the following window. Enter your email address, if
you want, but it is not necessary. If you do not have any oracle support account, it is
recommended not to check “l wish to receive security updates ....” and Click “Next” to continue.
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£:|Oracle Database 12c Release 1 Installer - Step 1 of 10 O X
Configure Security Updates 1 %CBLG 126
DATABASE
Provide your email address to be informed of securityissues, install the product
7/ Confaure Security Updales | ang infiate configuration manager. Visw defails
. nstalistion Opton o
i B Easier for you if you use your ly Orade Support email address/usemame:
o
{ I wish to receive security updates via My Oracle Support
7 My Oracle Support Password: |
I
[
[
Help | blext> Cancel

5. A pop-up window will appear if you do not provide your email address and click yes.

My Cracle Suppert Username/Email Address Mot Specified

o “'ou have not provided an email address.

Do you wizh to remain uninformed of critical security iz=ues in your configuration?

X

6. Select the option ‘Skip software updates’ if you don’t have any Oracle Support credentials. Click
Next to continue.
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7. Checkthe option'Create and configure a database. Click Next.

Select Installation Option

Select any of the following install options.

() Create and configure a database

() Install database software only

) Oracle Home User Selection () Upgrade an existing database
nstallation Location
) Prerequisite Checks

/' Summary

[ <Bock || text> | [ oo [ concel ||
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8. Select 'Desktop Class' optionand click Next

System Class

Configure Security Updates
Installation Option

w) System Class

Oracle Home User Selection
nstallation Location

) Prerequisite Checks

) Summary

) Install Product

“ Finish

. .
o . ORACLE 1 zc
) H Py DATABASE
(%) Desktop class

Choose this option if you are installing on a laptop or desktop class system. This option includes a starter
database and allows minimal configuration.

() server class

Choose this option if you are installing on a server class system, which Oracle defines as a systemused in a
production data center. This option allows for more advanced configuration options.
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9.

The window provides the following options:

If you select "Use Existing Windows User", the user credentials provided must be a standard
Windows user account (not an administrator).

o If this is a single instance database installation, the user can be a local user, a domain
user, or a managed services account.

o If thisis an Oracle RAC database installation, the existing user must be a Windows
domain user. The Oracle installer will display an error if this user has administrator
privileges.

If you select "Create New Windows User", the Oracle installer will create a new standard
Windows user account. This user will be assigned as the Oracle Home User. Please note that this
user will not have login privileges. This option is not available for an Oracle RAC Database
installation.

If you select "Use Windows Built-in Account", the system uses the Windows Built-in account as
the Oracle Home User.

Select the Create New Windows User option. Enter the user name as OracleHomeUser1 and
password as Welcomel. Click Next.

B

Oracle Database 12c Release 1 Installer - Step 4 of 9 = =

Specify Oracle Home User ORACLE 12.[,‘

DATA B.IS E

g
T

—

Configue Seounty Updates Oracle recommends that you specify a standard Windows User Account (not an Administrator account) to install

stallaticn Option for the Oracle Home. Do not log in using this account to perform administrative tasks.
. System Class (") Use Existing Windows User
Oracle Home User Selection

Installation Location

and configure the Oracle Home for enhanced security. This account is used for running the Windows Services

(%) Create New Windows User

User Name: |OracIeHum&U5&r1 |

Password: |..o..... |

Confirm Passwurch?luuuu |

The newly created user is denied Windows logon privileges.

() Use Windows Buitt-in Account

| Help | < Back ” MNext > Cancel |

Prepared by BITS 20




POCA Public Release Installation Guide October 2019

10. Step 5 of the installation is important because it determines the Oracle Home location,
database, and database admin password. Whatever location comes by default, will be created
automatically during installation. No need to create the folders manually. Type Global database
name as ‘POCA’. Create an Administrative password and confirm the same password. Please
note down the password because it is required to complete all the additional steps later. This
password will be used later to log into administrator accounts such as SYS and SYSTEM.

Note: DO NOT check box “Create as Container database”.

Click Next

Typical Install Configuration

T Configure Security Updsies Perform full datebase insinlation with basic configuration.

s et Oracis bage: CrappiOracieHomelsert
P

Qracle Home Uger Selection
w Typical Instaliation {ChapgiOracieHameliser aradata

Seftwars jocation: [C\apsOracieHomeUsertiproduct 12,1, 0idbhome_1

Prerequiste Checks Oatabase ; ———
T e | Enberprisa Edition (6.008) ri

Character sef- [Defaut (WESUSVI1252) 7]

Administratecoe password: ;iIIIIIII
ontem pesswors. ) EETTYERE]

[ Crests as Contajer database

Pygoable dalabase name. |
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11. Step 6 will perform prerequisite checks. Once it is finished, it will move to next step.

Lol  OR .
Perform Prerequisite Checks Lry o, ;ACLE 126
W E DATABASE

Configure Security Updates Verifying that the target environment meets minimum installation and configuration requirements for products you
- have selected. This can take time. Please watt.
nstallation Cpticn

%

Oracle Home User Selection Preparing to perform checks...

Typical Installation

/-T-\ System Class I
/-l-\ ¥
5

Summary

Install Product

T.
.l,
.
\_.rd Prerequisite Checks
I
T.
!

Finish

Mext > H Install H __.:::
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a2 . o
Perform Prerequisite Checks @ AT ORACLE 12‘:
- :} Hr.,,l DATABASE

Verifying that the target environment meets minimum installation and configuration requirements for products you
have selected. This can take time. Please wait.

Configure Security Updates

Installation Opticn

| 83%

System Class

Oroicls Home lscr Sckrtion Checking Environment variable: "PATH™ ..

Typical Installation

Prerequisite Checks

Summary
Install Product

Finizh

[ <Back | mext> | [ mstan || ..-:::
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12. Click on “Install” to start installing the software.

Summary

i - o

i 1L

Configure Security Updates

netallation Option

racle Home User Selection

Twpical Installation

Prerequisite Checks

Summary

Install Product

Finizh

[=h Oracle Database 12Zc Release 1 Installer
£ Global settings
- Digk space: required §.0 GB available 500.45 GB [Edit]

- Oracle Home User Selection: OracleHomeUsert
- Install method: Desktop installation [Edit]
- Oracle base: Clapp\OracleHomeUser1 [Edit]

- 0raMTS Port Number: 48157
= Database information

- Configuration: General Purpose / Transaction Processing

- Global database name: POCA [Edif]

- Oracle system identifier (SID): POCA [Edit]

- Pluggable database name: pdborcl [Edif]

- Allpcated memory: 3239 MB

- Automatic memory management option: FALSE

- Databage character set : West European (WESMSWIN1252) [Edit]
- Management method: Database express

- Database storage mechanism: File system

= Source location: C:\Oracle12c_database\winx84_12102_database 1of2\databazelinztall. \stage\p

- Database edition: Enterprize Edition (Create and configure a databasze) [Edit]

- Software location: C:lapp\OracleHomeUser1\producti12.1.0%dbhome_1 [Edit]

[ ] |

Save Responze File...

|| mstan || cance
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13. The progress window appears. Next Step will create the database, configure the database. In some
version of windows, you may get this error. Just click “continue” button multiple times and it
will go.

Oracle Database 12c Release 1 Installer x

o AddinstalliserToGroupsxception_desc

gport || ety || gontve |

Install Product

—Progress

Processing HAS Common Files 12.1.0.2.0

rStatus

- Oracle Database installation In Progress
& « Prepare Succeeded
« Copy files Pending
« Setup Pending
Setup Oracle Base Pending
Oracle Database configuration Pending

ORACLE 12{'

DATABASE

Click on ‘Allow Access’
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Firewall has blocked some features of this app

Windows Firewall has blocked some features of Java(TM) Platform 5E binary on all public and
private networks,

& | Name: Java(TM) Platform SE binar
£)

Publisher: Sun Microsystems, Inc.

Path: Cilusers\bitspc7\appdataocal \templorainstall 20 16-11-
09_04-57-06pmYjdkijre\bin\javaw exe

Allowe Javal{TM) Platform SE binary to communicate on these networks:
Private networks, such as my home or work network

[]Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Allow access | | Cancel

Progress

Clene databaze "POCA" creation in progress. ..

Status

Copving database files

Creating and starting Oracle instance
Completing Database Creation
Creating Pluggable Databases

Finizhed
In Progress

Activity Lng] [A_Iert Lug] [gtup]
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Change Assurance

Reducing the risk
and disruption of
change

Database Replay

SQL Performance
Analyzer

Database Configintion Assistant

v Cofllling databasefiles
Creating and starting Oracle instance
Completing Database Creation

Clone database creation in progress

| 2%

Log files for the current operation are located at:
E:lapplbitspc7\cfgtoollogsldbca\pocapub
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14. This is the summary of the database (e.g. poca) installed. Click Close to exit.

Finish

ORACLE’ 126

L3REIE
% ¢ DATABASE

A

Database O

EH—C—C—C—C

Database creation complete. For details check the logfiles at:
Chapp\OracleHomeUserticfotoollogsidbcalpoca.

Database Information:

Global Database Name: poca

System identifier(SID): poca

Server Parameter File name: ChappiOracleHomelUser!\producti12.1.0vdbhome_1\database\spfilepoca.ora
EM Database Express URL:  https#/Bits-pc7. fios-router home:5500/em

Mote: All database accounts except 3YS and SYSTEM are locked. Selectthe Password
Management button to view a complete list of locked accounts or to manage the database
accounts. From the Password Management window, unlock only the accounts you will use. Qracle
strongly recommends changing the default passwords immediately after unlocking the account.

Password Management...

15. This is the final step explains the database installation is successful.
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16. Create a tnsnames.ora entry for the database. (This step is optional. if you want a new TNS

entry otherwise skip this step )

a. Run the Oracle Net Configuration Assistant if you are not already on the Welcome

Screen from the previous step. Select: ( start, Oracle- OraDb12c_home1, Configuration

Google Chrome
Intel PROSet Wiredess

Micaeriol LR
Micresaft SOL Server 2008
Micresoft Syne Framewore
Microsoft Visus! Studic 2010
Oracle - OraDbl1g_homel

9 Database Control - pesapub Music
Games
I Database Configuration Assistan Computar
%% Database Upgrade Assistart
) Locate Buider Contral Panel
[ Microscft DDBC Administrates
off Met Configueation Assistant Dievices and Printers

5 et Manages
i Cracte Counters for Windoua e = [RECETUEE UL

1 Back and Suppart

o] s

ol

ﬁ%ﬁ& [ | 3 e‘ II i

3lDl@la]

and Migration tools, and then select Net Configuration Assistant)

In case of Windows 8 The screen will look like as below

Apps

OpenOfiice
OpenOfiice Base
OpenOfiice Calc
OpenOfice Draw
OpenOfiice Impress
OpenOfice Math

OpenOfiice Writer

o m el el

Administration Assistant for... NEW

: Database Configuration Assi... NEW

®

Database Control - pocapub

Database Upgrade Assistant NEW

Documentation

Locale Builder New

Microsoft ODBC Administra... NEW

Net Configuration Assistant NEW

Net Manager NEw

OMB Plus

Oracle Counters for Windo... NEW

Oracle ODBC Help NEW

Oracle Provider for OLE DB Rea...

£| Repository Assistant

Repository Browser

SQL Plus

Start Control Center Service

Stop Control Center Service

Universal Installer

Wallet Manager NEwW

About QuickTime

PictureViewer NEW

QuickTime Player NEW

Uninstall QuickTime

Calculator

Character Map

Math Input Panel

Notepad

Paint

Remote Desktop Connection

L XPS Vi
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b. User Account Control screen appears. Select yes to allow access to make changes to this

computer: On the “Welcome” screen, choose “Local Net Service Name configuration”
and click “Next.”

Oracle Net Configuration Assistant: Welcome

Wielcome to the Oracle Met Configuration Assistant.
This tool will take you through the commaon
configuration steps, listed below.

Choose the configuration you wauld like to do:
T Listener configuration

C Maming Methods configuration

® | ocal Met Service Mame configuration

O Diractory Usage Configuration

Cancel ) Help ) . Back ] Met 2 )

c. Onthe “Net Service Name Configuration” screen, choose “Add” and click “Next.”

Oracle Net Configuration Assistant: Net Service Name Configuration

To access an Oracle database, or other service, across the network
you use a net service name. The Oracle het Configuration Assistant
allows you to work with net service names resolved using local
naming.
Selectwhat you want to da:

& il

T Reconfigure

C Delete

C Rename

O Test

Cancel ) Help ) < Back I Mext B )
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d. Onthe “Net Service Name Configuration, Service Name” screen, type the Service Name

“poca” and click “Next.”

Oracle Net Configuration Assistant: Met Service Name Configuration, Service Name

Each Oracle database or service has a service name. An Oracle
datahase's service name is normally its global database name.
Enter the senice name of the database or other service you want to
ACCESS.

Sanice Mame: |poca|

< Eack] Mt »)

e. Onthe “Net Service Name Configuration, Select Protocols” screen, leave “TCP” selected

and click “Next.”

Oracle Net Configuration Assis et Service Name Configuration, Select Protocols

To communicate with the database across a netwark, a network
protocol is used. Select the protocol used for the database you
want to access.

TCPS

MMP

Cancel )

& Back
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f.  On the “Net Service Name Configuration, TCP/IP Protocol” screen, type “localhost” and
leave the standard port selected. Click “Next.”

Oracle Net Configuration Assistant: Met Service Name Configuration, TCP/IP Protocol

To communicate with the database using the TCPIP protocol, the
datahase computer's host name is required. Enterthe host name
far the camputer where the database is located.

Host name: localhost

ATCPRIP port number is also required. In maost cases the standard
port number should be used.

® |Jse the standard port number of 1521

T Use anather part number: [1 521

X

Cancel )

Help

J

¢ o

g. On the “Net Service Name Configuration, Test” screen, do not perform a test. Click

“Next.”

Oracle Net Configuration Assistant: Net Service Name Configuration, Test

ou can verify that an Oracle database can be reached, using
the infarmation pravided, by performing a connection test.

would you like to test that a connection can be made to the
database?

® Mo, do not test

" Yes, perform atest

Cancel )

Help

)
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h. On the “Net Service Name Configuration, Net Service Name” screen, ensure the Net

Service Name “poca” is already filled in, then click “Next.”

i. Onthe “Net Service Name Configuration, Another Net Service Name?” screen, answer

Oracle Net Configuration Assistant: Net Service Name Configuration, Net Service Name |z|

Enter a name forthis net service name.

The Oracle Met Configuration Assistant has
defaulted the net service name to be the same as
the sewvice name you entered earlier.

MNet Service Mame:

Cancel ) Help ) & Back

“no” and click “Next.”

nfiguration Assistant: Net Service Name Configuration, Another Net Ser... |

Wiould you like to configure anather net service name?
& g

T Yes

Cancel ) Help )
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j. Onthe “Net Service Name Configuration Done” screen, click “Next.”

Oracle Net Configuration Assistant: Net Service Mame Configuration Done

Met service name Configuration Completel

Welcame to the Oracle Met Configuration Assistant.
This tool will take you through the comman
configuration steps, listed below.

Choose the configuration you would like to do:
T Listener configuration
" Maming Methods configuration
® | goal Met Service Mame configuration

" Directary Usage Configuratian

Cancel )

Help

J

< Back st &)
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Create the POCA database user and import POCA data.

1. The script file named 'create_POCA.sql’ is available in the directory ‘POCA_DB_Install\full’. It is
required to customize the script as the path names (highlighted below) differ from the script
provided. To customize the create_POCA.sql script:

a. Open the script in Notepad.

b. The section ‘C:\app\oracleHomeUser1\oradata\POCA\’ needs to be modified based on
‘Oracle Home’ Location and Database configuration. Please check your Oracle software
installed location. Also see software location on the diagram 5.5 below. As per screen
below the correct path in the script ‘create_poca.sqgl’ and it will be as ‘Database file
location\Global database name\’. DO NOT REMOVE ‘poca_data.dbf’, this file will be
created in this step.

c. Inthis script the user ‘poca’ will be created. The default password is poca_user. If the
default settings are being used then proceed to the next step. The password can be
changed, if required.

d. Save your changes and close the script.

j create_poca.sql - Notepad

File Edit Format View Help

spool C:\POCA_DB_Install\cr_POCA.log
REM
REM All references to directories will need to be changed
REM to match the directory structure of the server

REM

REM *=* RUN THIS SCRIPT AS SYS USER **=

REM
REM

REM Create FDA tablespaces
drop tablespace FDA including contents and datafiles;
create tablespace FDA

datafile "[REI O Sl IR e g @ poca_data.dbf* size 2808M REUSE AUTOEXTEND ON MAXSIZE 3@@8M;
DROP USER POCA CASCADE;
create user poca identified by poca_user;
grant create session to poca ;
grant dba to poca ;
REM
REM * set default tablespace and
REM * temporary tablespace for user poca.
REM
alter user poca

default tablespace FDA

temporary tablespace temp

quota unlimited on FDA;
grant execute on sys.dbms_session to poca;
grant execute on sys.dbms_sgql to poca;
grant execute on sys.dbms_output to poca;
grant execute on sys.dbms_job to poca;
grant select on sys.dba_users to poca;
grant select on sys.dba_jobs to poca;
grant select on sys.dba_views to poca;

REM

REM Create pocaadmin role and grant permissions to this role
REM

/S-Zt

create role pocaadmin identified by pocaadmin;
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Example: Diagram: In this diagram ‘OSE-Test’ is the window user name who installed the Oracle
software. In your installation the user name will be different from the screen below.

B

Oracle Database 12c Release 1 Installer - Step 5 of 9

] |

Typical Install Configuration

Configure Security Updates

nstallation Option

System Class

Oracle Home User Selection

Typical Installation

Prerequisite Checks

—{ i — — —C

C)R’ACI_E 1 2{,‘
DATAB.IIEE

Perform full database installation with basic cenfiguration.
Oracle bage: |C:\app\0racleHumeUser1 |'| | Browse... |
Software location: |C:\app\oracIeHumeUser1\.prunucﬂ12.1.D\.dbhume_'l |'| | Browse... |
Database file location: |C:\app\UrﬂcI&HumeUser‘l‘.Dradﬂta | | Browse... |
Databas edition: | Enterprise Edition (5.068) |
Character set: |Defau|t (WEBMSWIN1252) v|
Global database name: |p0m |
Administrative password: |."."."". |
Confirm password: H"? ’ﬁ |
Create as Container database

Pluggable database name: ||}dbc||'c| |

| < Back ” HNext = | Cancel |

2. If all the default settings were used in the previous step# 1, then proceed to Step 2c to run the
command C:\POCA_DB_Install\ful\import_poca.bat. If any of the settings were customized
(e.g. password is changed), then the import_poca.bat script will also need to be customized.
To customize the C:\POCA_DB_ Install\ful\import_poca.bat script:

a. If you are comfortable providing user/password@connect_string when
prompted, double-clicking on import_poca.bat file.

b. Do not double-click on the import_poca.bat script if you don’t want to
provide username, password details when prompted! In the Windows
environment, double-clicking on a .bat file will cause Windows to execute
the file. To open, edit the import_poca.bat scriptin Notepad:

i. Right-click on the file name (a pop-up menu is displayed).
ii. Select the Edit option from the pop-up menu (this will open a Notepad session
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for the selected file);

iii. Make appropriate changes by providing the user name, password, and the

database name (if other than default settings are used) in the format

username/password@connect_string. (default settings are user name poca,

password poca_user, and database name poca.)
iv. Save your changes and close the script.
c. To execute the C:\POCA _DB_Install\ful\import_poca.bat script, double-
click on the file icon in Windows Explorer.

(OPTIONAL)

3.

In case you need to run the create_ POCA.sql script you need to connect to the database using

SQL*Plus.

SQL*Plus is a command-line Oracle tool for connecting to Oracle database:

e. Open SQL* Plus as Select: ( start, Oracle- OraDb12c_home, Application Development, and

then select SQL PLUS)
f.  The screen below describes how to open SQL*Plus in Windows 7 or in Windows 10

Windows Update
WP Viewer
b Accessores
L Dsll
4 Gamwes
| Goagle Chrome
L Inkel PROGes Wireless
L Jova
Maitenance
b Micrasoft Shvaright 3 500
.+ Micrewoft SOL Server 2008
L Micioalt Syme Framewark
b Micresalt Viswsl Sthadio 2050
L. Oracle - Oralisl1g homel
5 Dtabase Cortral - pecapub
L Application Development
& Orache ODBC Help
&) Oracke Provider for OLE D Resd
= SOk Pl
L Cenfiguistson and Migiation Teok =

In case of Windows 8 you need to start from the screen below: Click on SQL Plus.
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Apps

~ | OpenOffice

@ OpenOffice Base

| OpenOffice Calc

m OpenQOffice Draw
m OpenOffice Impress

m OpenOffice Math =/ Net Configuration Assistant NEW % Stop Control Center Service

© %

Database Upgrade Assistant NEW .@# Repository Assistant

3

| Documentation m Repository Browser

A

Locale Builder nNew H 5QL Plus

&
]

Microsoft ODBC Administra.. NEW % Start Control Center Service

P2 Openofiice Writer Net Manager NEW \‘J Universal Installer
#| OMB Plus -iﬁf Wallet Manager NEw

t‘T Administration Assistant for... NEW E Oracle Counters for Windo... NEw

Database Configuration Assi.. NEW E? Oracle ODBC Help NEw About QuickTime

Database Control - pocapub . Oracle Provider for OLE DB Rea...

¢« 2 &R & m

PictureViewer NEW

QuickTime Player NEw

Uninstall QuickTime

Calculator

Character Map

Math Input Panel

Notepad

Paint

October 2019

,.

SN A

|

A

XPS Vi

Remote Desktop Connection

g. The SQL*Plus window will appear as below.

[ SQL Plus

opyright <c> 1982, 2014, Oracle. All rights reserved.

Enter user—name:

BQL=*Plus:= Release 12.1.8.2.8 Production on Wed Mov 23 12:39:54 2816

h. In SQL*Plus connect to the poca database with the super user ‘SYS’ as
‘sys@poca as sysdba’. Press ‘Enter’ key and put the Password you created in
Sec 3.2 step #9 earlier. It will go to the SQL command prompt.
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[ SQL Plus = B

LOL*Plus: Heleasze 12.1.8_.2.8 Production on Sat Mov 12 12:44:-32 2816
opyright (c> 1982, 2814, Oracle. All rights reserved.

Enter user—name: sys@poca as sysdha
Enter password:

Oracle Database 12c Enterprise Edition Release 12.1.8.2.8 — 64bhit Production
?ith the Partitioning,. OLAP, Advanced Analytics and Real Application Testing opt

i. InSQL*Plus (while connected to poca database as user sys) in SQL prompt
type as below.
SQL> @C:\POCA_DB_Install\full\create_ POCA.sqlj. Press ENTER key

k. Review the cr_POCA.log file created in C:\POCA_DB_Install\full folder for
errors through NOTEPAD. If you see the ERROR as per screen below, please
ignore those errors.

LLLAVITLE) L LI peep e wn

""" cr_POCA - Notepad = |-
File Edit Format Wiew Help
drop tablespace FDA -

ERROR at line 1:
ORA-0D0959: tablespace "FDA" does not exist

m

Tablespace created.
DROP USER POCA CASCADE
£

ERROR at line 1:
ORA-01918: user "POCA" does not exist

User created.
Grant succeeded.
Grant succeeded.
User altered.

Grant succeeded.

NOTE: If you encounter ORA-65096 error, please refer to the section 5: Additional
Notes
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Import POCA database

4. Review the import_poca.log file created by default in the C:\dump_dir directory for errors. Open the
file import_poca.log in NOTEPAD. The sample log file content is below. At the end it should tell as
for example “Job “POCA.SYS_IMPORT_SCHEMA_01"” completed...”.

) imp_pocalog - Notepad = B
File Edit Format View Help

33

Import: Release 12.1.8.2.8 - Production on Sat Nowv 12 12:59:14 2816

Copyright (c) 1982, 20814, Oracle and/or its affiliates. All rights reserved.
222
Connected to: Oracle Database 12c¢ Enterprise Edition Release 12.1.8.2.8 - 6dbit Production
With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options
Master table "POCA™."SYS_IMPORT_SCHEMA 81" successfully loaded/unloaded
Starting "POCA"."SYS_IMPORT_SCHEMA_@1": poca/*=*=*=*=gpoca DIRECTORY=dump_dir
dumpfile="POCAPUB_ALL.DMP' logfile="imp_poca_111220816.1log" schemas=POCA
Processing object type SCHEMA_EXPORT/USER
ORA-31684: Object type USER:"POCA" already exists
Processing object type SCHEMA_EXPORT/SYSTEM_GRANT
Processing object type SCHEMA_EXPORT/ROLE_GRANT
ORA-39883: Object type ROLE_GRANT failed to create with error:
ORA-81919: role 'POCAADMIN' does not exist
Failing sql is:
GRANT "POCAADMIN™ TO "POCA™ WITH ADMIN OPTION
Processing object type SCHEMA_EXPORT/DEFAULT_ROLE
Processing object type SCHEMA_EXPORT/TABLESPACE_QUOTA
Processing object type SCHEMA_EXPORT/PRE_SCHEMA/PROCACT_SCHEMA
Processing object type SCHEMA_EXPORT/TYPE/TYPE_SPEC
Processing object type SCHEMA_EXPORT/DE_LINK
Processing object type SCHEMA_EXPORT/SEQUENCE/SEQUENCE
Processing object type SCHEMA_EXPORT/TABLE/TAELE
Processing object type SCHEMA_EXPORT/TABLE/TABLE_DATA

. imported "POCA™."MR_DYNAMIC_ELEMENT_WALUE" 184.6 MB 1789732 rows
. imported "POCA™."MLOG$_MR_PRODUCT_NAME™ 243.4 MB 4282257 rows
. imported "POCA"."MR_PRODUCT_NAME" 4.214 MB 33739 rows
. imported "POCA™."MR_PRODUCT" 2.549 MB 33739 rows

5. If the data load directory poca_data_import is created in different drive than C drive then do the
following otherwise skip to next step 8.
Please change the path name of “u_setting_value”. Open SQL*Plus and connect with “poca”
user as poca/poca_user@poca

SQL> UPDATE poca.user_setting set u_setting_value = 'c:\poca_data_import' where
i_setting_id = 4084 and ui_user_uid = '01";
(Then ENTER)

sQL> COMMIT;
(Then ENTER)

6. In SQL*Plus as the user “poca” run the following SQL commands substituting your
email address in the line “set u_setting_value = ‘youremail@company.domain’. Use a
valid administrator email address to replace ‘youremail@company.domain’ .
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SQL> UPDATE POCA.user_setting
SET u_setting_value = 'youremail@company.domain'
WHERE i_setting_id in (4060,4061,4083);

(Then ENTER)

SQL> UPDATE POCA.users
SET u_email = 'youremail@company.domain'
WHERE u_username = ‘Admin’;

(Then ENTER)

SQL> commit;
(Then ENTER)

7. In SQL*Plus as the user POCA run the following SQL commands

SQL> UPDATE "POCA"."USERS" SET DT_LAST_LOGON =sysdate, |_LOGON_COUNT ="0',

DT_CREATED =sysdate, DT_UPDATED = sysdate, i_failed_attempts=0,
f password_expired=0 WHERE U_USERNAME='Admin’;

(Then ENTER)

SQL> Delete from POCA.USER_PASSWORD_HISTORY;
(Then ENTER)
SQL> commit;
(Then ENTER)

Data Load Setup

8. The POCA database includes four data sources, Drugs at FDA, RxNorm, Suffixes in proper name of
biological products and United States Adopted Names which will upload upon installation. To
upload monthly data refreshes for these data sources, follow the instructions 9 and 10 below.

9. For future drugs data, FDA will provide formatted data files in the internet site. You can download
data files from there and copy those into ‘poca_data_import’ directory and the format of the data

file names would be as ‘rxnorm_YYYYMMDD _New.txt’ such as for RxNorm data file and
‘drugsatfda_YYYYMMDD_New.txt for DrugsatFDA data file (Example for YYYYMMDD is 20160922
for Sep 22, 2016 is the down load date). After that you can load data through POCA application.
Details of data load procedures are described in Help manual.

10. The POCA database creation is complete. Proceed to the next section, “Installing the Application.

”
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4. INSTALLING THE APPLICATION

Assumptions:

e C:\Inetpub\wwwrootis the default folder for IS virtual directories

e _Netframework 4.0 s installed
To check which .NET Framework version is installed, run the following from command line.
dir %WINDIR%\Microsoft.Net\Framework\v*

C:srdiv “WINDIR<sMicrosoft.Het“Framework-u=
Uolume in drive C iz FDA
Uolume Serial MHumber is 5452-EB15

Directory of CoWINDOWSsMicrosoft.HNetsFramework

11282018 11:31 <DIR> vl . A_3785
A7?-13-2009 11:28 <DIR> vl 1.4322
B?-/16-.2814 11:84 <DIR> v2. B.58727
112126018 B82:24 <DIR> vi.@
05 -18-2813 B82:=57 <DIR> vi.b
A?.-38-2814 B9:-48 <DIR> vd _@A_.38319

B File(s> A huytes

6 Dirds> 161.467.416.576 bytesz free

Create a folder ‘poca’ under C:\Inetpub\wwwroot. On the POCA extracted folder, find the folder
“POCA_Published_Files.” Copy the contents of the folder into the x:\Inetpub\wwwroot\poca folder
on your computer, where x is the drive where IS is installed (usually C:\).

Next steps are different in Windows Server 2003, Windows Server 2012 and Windows 7/8/10.
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4.1 Installation in Windows Server 2012
1. |Install lIS

Click on the bottom left Windows button.

Hostname

Insta
Fublic IF Add

BR Windows Server 2012R2

D Z24PM
[ I = I )

Locate Server Manager and Click

Administrator

T G

Windows Administrative
Server Manager PewerShell Toels

o -

computer Task Manager

= e

Control Panel
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Click on Add roles and features

| I' Manage

WELCOME TO SERVER MANAGER

§ Local Server
Bi Al Servers

&g Fileand Storage Services P

Hide
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Se
== File and Storage - =
C =
Services 1 B Local Server 1 Wi Al servers 1
(@ Manageability (®) Manageability (®) Manageability
Events Events Events
Services Services Services
Performance Performance Performance
EPA results EPA results BPA results
—_—— I30PM
|.|_|f'ﬁ| > _.1” F 2% yoiame

Click Next

WELCOME TO SERVER MANAGER

Add Roles and Features Wizard [= [o ]|

i Local Server

All Servers

i Fieand sorsgl  Before you begin "o aTaoOTS

This wizard helps you install roles, role services, or features. You determine which roles, rele services, or
features to install based on the computing needs of your such as sharing or
hosting a website.

To remove roles, rele services, or features:
Start the Ren

wes and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has & strong password
* Natwark settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

Hide

t you must verify that any of the preceding prerequisites have been completed. dlose the wizard,
complete the steps, and then run the wizard again.

To continue, cick Next

[ Skip this page by default

Cancel

BB gz
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Click Next again.

rer Manager * Dashb

| I' Manage

WELCOME TO SERVER MANAGER

Local Server [N

Add Roles and Features Wizard [= [= ]|
All Servers

R File and Stora

—~ . DESTINATION
Select installation type WIN-ASATS

Ve
NOT2

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard dick (VHD).

* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

"1 Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Hide

< Previous Next = Cancel

=15

[ G iy oo PM

Click Next

Manage

WELCOME TO SERVER MANAGER

§ LlocalServer R

Add Roles and Features Wizard [= [= |
i Al Servers

ii File and Stora

ation ser

DESTINATION
WIN-KSATG01HOT2

Salect a server or a virtual hard disk an which to install roles and features.

®) Select a server from the server pool
7 Selecta virtual hord disk

Server Pool

A o 5 Hide
P Addres Iperating System
WIN-KSATBOTNOT2 1723147206

Microsoft Windows Server 2012

} Standard

T Computeris] found

This page shows servers that are running Windows Server 2012, and that have been sdded by using the

Add Servers command in Server Manager. Offline servers and newly-added servers from whach data
callection is still incomplete are not shown.

< Previous | Newt > Cancel

._‘u.”

PR®G uayms

||F=H =]

Click Next and Check Application Server and Web Server (1IS).
When you click on Web Server, a popup will show. Click on Add Feature.
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| I' Manage

WELCOME TO SERVER MAMNAGER

Local Server | R Add Roles and Features Wizard
Bi Al servers
= S DESTIMATION SEAVER
¥ File and Storag server roles VAN-KSATBOTHOT2
b4
Select one or more roles o install on the selected sEES Add Roles and Features Wizard -
Roles
Add features that are required for Web Server (l15)?
v
The following tocks are required to manage this festure, but do not
have to be installed on the same server.
e 4 Web S (IS
_ ) . eb Server (I5) Hide
fre age services (= of 12 installed, 4 Management Tools
" [Tools] IS Management Consale
Access Sen ices
p ment Sarvice:
¥ Include management toolks (if applicable)
Previo 2. 3 [_Cancel |
=N > |[E S ooy
- rﬁ =) 10/21/2019

Click Next. Click on .Net Framework 4.5. Make sure ASP.NET is checked.

Manage

WELCOME TO SERVER MANAGER

Local Server M) Add Roles and Features Wizard
B Al servers
ii File and Storag IN-KEATE0TNGT2
Select one or more features to install on the selected server,
Festures Description
- MET Framewark 4.5 pravi
[] .NET Framework 3.5 Features e e Prodes
comprehensive and consistent
4 programming model for quickly and
®|  easily buikiing and running
applications that are buikt for various
S ) platforms including desktop PCs, e
(W] WCF Services (1 of 5 installed) Servers, smart phones and the public
[ Background Intelligent Transfer Service (BITS] and private cloud.
[ BitLocker Drive Encryption
[[] BitLocker Network Unlock
[ BranchCache
[ Chent for NFS
[] Data Center Bridging 1
[] Direct Play I
[] Enhanced Storage
[ Failover Clustering
< " >
< Previous | | Next> nsta Cancel

(e e

e || [ Gy b

=t
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Click Next

er Mana Dashboart @ F

Manage

WELCOME TO SERVER MANAGER

B Local Server Add Roles and Features Wizard
All Servers

[
i rieanasordl - Application Server

Before vou 2egin Application Server hosts and centrally manages applications that interaperate with syctems on the
netwark such a5 heterogeneous databases, identity management services, security systems, and Web
applications and services, Applicaticn Server also supports developing custom Business applications
through integrated services such as the .NET Framework 4.5, COM+, Web Server [IIS) Support, and
Message Quewing

nstallaticn Type

Things 1o note:

* We recommend that you install Web Server (15) Support f you plan to hest distributed applications

built using ASP.NET or Windows Communication Foundation (WCF) Hide

Mare infarmation sbout Application Server

< Previous. | Next >

Cancel

L e

= Pad o

Click Next

| I' Manage

View  Help

WELCOME TO SERVER MANAGER

Add Roles and Features Wizard [= [= |

™
K

B Local Server

All Servers

W} File and Stora We

- DESTINATICN SERVER
\ I 5,' WIN-KSATBOTHOT2

Before You Begin ‘Web servers are computers that let you share information over the Internet, or trough intranets and
extranets, The Web Server role includes Intermet Information Services ([15) 8.5 with enhanced security,
diagnastic and administration, a unified Web platform that integrates II5 8.5, ASP.NET, and Windows
Communication Faundation.

nstallation Type

Things to note:

* Using Windows Systern Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, sspecially when there are multiple roles on this computer.

* The default installation for the Wek Server {lIS) role includes the installation of role services that Fide

enable you to serve static content, make minor customizations (such as default documents and HTTP
emors), monitor and bog server activity. and configure static content compression.

Maore information about Web Se

< Previous Next >

Cancel

I e (e

= gy B
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Check Web Server as below.

W& Al Servers
W% File and Storag

Before You Begin
nstallation Type
Server Selection

ver Roles

Features

Application Server

Role services

Select role services

DESTINATICN SEAVER
WIN-KSATB0TNGT2

Select the role cervices to install for Web Sesver (1I5)

Role services.

Description

4 [# Comman HTTP Features
Default Document
[ Directory Browsing
[l HTTP Emors
[ static Content
[] HTTF Redirection
[[] WebDAY Pusliching
4 [# Health and Diagnostice
[# HTTP Logging
[ tustom Logging
[ Logging Tesls
[[] ODBC Logging
[ Request Manitor

~]  Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. ¥ou can use the
=|  Web Server to host an intemal or
external Web site or to provide an
environment for developers to
create Web-based applications.

[ it

Select server roles

Before You Begin
nstallation Type Rodes

Select one or more roles to install on the selected senver.

er Selection

4
Features

Confirmaticn

4 [B] Web Server (II5) {8 of 43 installed)

18] Web Server (7 of 34 installed)

b [8] Common HTTP Features (4 of 6 installed)
b [E] Health and Disgnastics (1 of & installed)
b [W] Performance {1 of 2 installed)

b [®] Security (1 of 9 installed)

4[4 Applicati

Server Manager

DESTINATION SEAVER
WIN-CSATG01NOT2

Description

JNET extensibility allows managed
code developers to change, add and
extand web server functionality in
the entire request pipeline. the
configuration, and the UL
Developers can use the familiar
ASP.NET extensibility model and
rich NET APIs to build Web server
features that are just as powerful as
those written using the native C++
APls

Hide

B Local Server

W NET Extensibality 4.5
] Application Initialization M
¥ Asp
] ASPNET35
¥l ASPNET45
O cal
[ 1SAP Extensions .
Next > mstall | [ Cancel hgeability
T T TS
Performance Services Services
Performance Performance
EPA results BPA results

@ Manageability
Events
Services

Performance

BPA results
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Click Next and Verify the roles and features and click Install.

ser Manager * Dashboart Manage

WELCOME TO SERVER MANAGER

§ Local Server [N Add Roles and Features Wizard
Bi Al Servers

¥ Fileand storadl  Confirm installation selections WAN-KSATED

sefon - To install the following roles, role services, or features on selected server, click Install.

nstallation Type [ Restart the destination server automatically if required

Ogptional features (such as administration tooks) might be displayed on this page because they have
been selected autormnatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

{NET Framework 4.5 Features
ASPNET 45 Hide

Application Server
NET Framewark 4.5

Web Server (IIS)
Management Tools

I5 Management Console

Web Server 1
Common HTTP Features
Default Document

< Previous | | Next > [Cinstall | [ cancel |

[ gk e

._.u,.H

‘IE';\F@H e

Monitor the progress.

Manage
WELCOME TO SERVER MAMNAGER
§ Localserver | Add Roles and Features Wizard [= = |
All Servers
g Fileand Storad  |nstallation progress VN KSATEOINOT2
View installation progress
© Festure instaliation
—
Ins tion started on WIN-KSATEOTNOT
NET Framework 4.5 Features Ll
ASPMET 4.5
Application Server Hide
-NET Framework 4.5 =
Web Server (1IS)
Management Tools
115 Management Consale
Web Server
Common HTTP Features
Default Document 1
Directory Browsing - fr—
You can close this wizard without interrupting running tasks. View task progress or open this
B page again by dicking Notifications in the command bar, and then Task Details.
Export conf n settings
Close
= ¥ 3518
'--"'ﬁ” _.E,H F W onmme
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Click Close after Install is successful.

I'

Manage T

WELCOME TO SERVER MANAGER

B Local Server
B& Al servers

B App Server
ii File and Storag
o s

Add Roles and Features Wizard

=
[

Installation progress

View installation progress

@ Feature instalation

Installation succeed®d on WIN-KSATE01NOTZ,

NET Framework 4.5 Features
ASRNET 4.5

BE

DESTIMATION SEAVER
WIN-KSATE0TNCT2

._.u,.H

] e e

Application Server Hide
NET Framework 4.5 .
Web Server (1IS)
Management Tools
115 Management Consale
Web Server
Common HTTP Features -
Default Document 1 B Local Server 1
Directory Browsing - fr—
o . . ® Manageability
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details. Events
Export configuration settings Senvices
g K Performance
o L ¢ | [ Cance BPA results
353 PM

(=5 oy

Verify that IIS is installed and click on IS Manager.

er Manac

WELCOME TO SERVER MANAGER

B Dashboard

B Local Server

Wi Al Servers i
|:|. a sv I o Configure this local server
PP Server g

Component Servi
Computer Manag:
Defragment and Optimize Driyes
Euent Views:

Intemet Information éerv\cas 115} Manager

iSCS| Initistor
Local Security Policy

g Fil v 3 QUICK START
D eremmeepers | _— Mroatt Ao e
LA e ODEC Data Sources (32-bif)
! ’ ’ manai rees (B4-bit)
ance Monitor
WHAT'S NEW
4 T T JroL. Manitor
Configuration Wizard
System Configuration
LEARN MORE System Information
Task Scheduler
Windows Firewall with Advanced Security
ROLES AND SERVER GROUPS - S
oles: erver groups Sexvers total Windows Memory Diagnostic
- 1 Windows PowerShell
= Fil d St - = i
1 App Server 1 3 tle and storage 1 s 1 F Windows PowerShell (x85)
Services Windows PowerShell ISE
@ Manageability @ Manageability (® Manageability ® | Windows PowerShell ISE (86)
Events Events Events 1 Windows Sarver Backup
Performance Services Services Services
Performance Performance Performance
BPA results BPA results BPA results
= | 250 PM
|| “ |~EH ﬂ'bw":b\mlmn|

Before next steps, make sure you have performed the following, if this is a fresh install of Application. In case
the application is being upgraded from 4.2 to 4.3, you should already have the POCA folder in IIS root.

In case of Fresh install —
e Create a folder ‘poca’ under x:\Inetpub\wwwroot.
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e On the POCA extracted folder, find the folder “POCA_Published_Files.”
e Copy the contents of the folder into the x:\Inetpub\wwwroot\poca folder on your computer,
where x is the drive where IIS is installed (usually C:\).

2. Open Internet Information Services Manager (Start->All Programs->Administrative Tools-
>Internet Information Services
Manager) Or
In the Server Manager Window, click on Tools menu and then Internet Information Services (lIS)
Manager as shown in screen below.

wecome 1 senve e reie
Gefragment and Crptimeze Dres

i Local Server Event Viewer

Bf fleandStorageServices | (NN &~ W U i AL 1SCS1 initiatar

Wi All Servers o CaafiaHE S Internat Informanion Services (I5) Manager

Conligure Vel

o s UK START Locat Secunty Poicy
) Micronolt Acuee Scrnces

DR Bata Sources (32:bi)

ODEC Dats Sourees (64-bit)

Performance Maniter

IATE: o Resource Moritor Ll

Secunty Configuiation Wizsed
fanioss
St Coutasntion
B8N MORE S
Task Schaduler
Windows Fieewall with Advanced Secunty
Windows Memesy Dagnatx
Viocows Powersies

ROLES AND SERVER GROUI

Roles2 | Server grops

P F:It'._md Storage 1 i s 1 VIROWS Powe rSAeT (xa8)
Services Winclows PowerShell I5L
@ Manageability () Mansgesbility Windows PoweerShatl ISE (4B5)
Erents Events s Sarias Ky
Services Services Bl cevvees
3. The Internet Information Services (11S) Manager window will open.
¥ Intemnet Information Services (IIS) Manager - | = e
00 [® » swtpage [ <l @ -

File View Help
_.ﬂ T Internet Informa
-1 Start Page

195 FDSWV01182 (FDA\ad_app_jariwala)

Recent connections Connection tasks. Online resources

Nae e Connect to localhost 115 Mews and Information
SpFpswvorie2 rr— Connect to a server. 115 Downloads
Connect te a site... 115 Forums
Connect to an application... TechNet
MSDN
ASP.NET News

Microsoft Web Platform

<| ] I >

IS News Enable IS News
1IS News is disabled, click the Enable [15 News link to get the most recent online news.
Ready
4, Expand the server name in 1IS Window. If applicable, Click on the Do not show this message
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checkbox and Click No to “Do you want to get started with Microsoft..” popup. This step may
not be needed if this popup don’t appear.

e Internet Information Services (lIS) Manager

’@_T:‘ | &5 » FDSWVOI1R2 »

Eile  View Help

_g, TG G’ﬂ FDSWV01182 Home
45 Start Page Filter = 7 Go - g5ShowAll | Group by: Area - E-
2 €] FDSWVO1182 (FDA\ad_app_jjariwala)
@ Application Pools 5 . -
I -[&] Sites @ @
= . HTTP
Respon...
Do you want to get started with Microsoft Web Platform to stay connected &%
with latest Web Platform Components? Worker
Processes
[] Do not show this message. 2
Yes
5. Expand Sites. Expand Default Web Site.

Eile View Help

?i! FDSWV01182 Home

@-Id 718 Manage Server
= -
85 startPage . Fitter + ¥ Go - GShowAll | Groupby: Area - B = Rt
|95 FDSWV01182 (FDA\ed_app_jjarwala) | P Start
..... 5} Application Pools 15 ) " || @ stop
2@ Sies N = e
4D Defauit Web Site & \@ @ E 2 = View Application Pools
.D 5] poca Authentic... Compression  Default Directory  Error Pages Handler HTTP View Sites
Document  Browsing Mappings Respon.. Change .NET Framework
=& a 1Y = e Version
2 o o E <3 Veson
= Fﬂ # o= E&H’ &y © Gt New Web Platform
Logging  MIME Types  Modules  Output Request Server Waorker Components
Caching Filtering Certificates  Processes 0 Help
Management ~
Configurat... Feature Shared
Editor  Delegstion Configurat..

71| Features View |72 Content View

Ready LB
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6. Right click on poca and select Convert to Application.

[ » FDSWVD1182 » Sites » Default Web Site » poca »

File VWiew Help

o
@-H\= & j poca Home

- W Go - g Show All lﬁroupbr. Area

F w Start Page Filt
4.9 FDSWV01182 (FDA\ad_app_jjariwals) er
w[5} Application Pools [H
4-[&) Sites N
4D Default Web Site ﬁ& @ (/]
I [ij ppea Authentic... Compression  Default
Explore Document

N

E &

Edit Permissions...

& Convert to Application S
Logging  MIME Types  Modules

[& Add Application...

Add Virtual Directory...
m HEeaC Management

Manage Folder 3
ﬁ Befresh Configurat...
2 Switch to Content View Editor

Directory
Browsing

g
Output
Caching

poRn i
-4
ErrorPages  Handler
Mappings

o=

=
Request  S5L Settings
Filtering

HTTP

Respon...

estures View ] - Contet Vi

Ready

ﬂ Explore
Edit Permissions...
Manage Folder
Browse Folder
Browse ™:80 (http)

0 Help

()
@

7. Click OK on Add Application window.

Site name:  Default Web Site
Path: !

Alias: Application pool:

| | |DefauHAppPool

Example: sales
Physical path:

| Chinetpubhwwwroot\poca

Pass-through authentication

| Connectas.. | | TestSeftings..

["] Enable Preload
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websites. The poca folder will be refreshed and appear as poca website.

Right click on “Default Web Site” in left pan and click on Refresh menu item to refresh the

9. Open internet browser and type http://localhost/poca in address bar and press enter. You will
see the POCA application page with login page.

FDA Automated Method of

Minimizing Medication Errors Due to
Similar Proprietary and Established Names

User ID: | |

Password: | |

Legin

Reset Password | Change Password | Regquest Account

Disclaimer
This is a Federal computer system and is the property of the United States Government. It is for
authorized use only. Users (authorized or unauthorized) have no explicit or implicit expectation of

privacy.

Any or all use of this system and all files on this system may be intercepted, monitored, recorded,
copied, audited, inspected, and disclosed to authorized site, Food and Drug Administration, and law
enforcement personnel, as well as authorized officials of other agencies, both domestic and foreign.
By using this system, the user consents to such interception, monitoring, recording, copying, auditing,
inspection, and disclosure at the discretion of authorized site or Food and Drug Administration
personnel.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil
and criminal penalties. By using this system you indicate your awareness of and consent to these
terms and conditions of use.

10. Log into the application with the User ID “Admin” and password “pocaadminS.”
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4.2 Installation in Windows 71 Windows 8 | Windows 10

Before configuration of Internet Information Services, you need to turn on some optional features on
Windows 10 using Control Panel:

a) Open Control Panel.
b) Click on Programs.
c) Click the Turn Windows features on or off link.

8] Programs

« R oW Cortrol Panel\Programs] v|c, Search Control Panel P

Control Panel Home
“ Programs and Fegture

SR e 1 Uninstall a program I &) Turn Windows features on or off I View installed updates
Run programs made for previous versions of wmdows | How to install a program
Metwork and Internet
Hardware and Sound e DetaulERkoqrans
Change default settings for media or devices | Make a file type always cpen in a specific program
Set your default programs

.

Programs
User Accounts

Appearance and
Persenalization

Clock, Language, and Region

Ease of Access

d) On Windows Features, check or clear the features you want.

- - - . - aan

I, Windows Features - [} X

Turn Windows features on or off (%]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

ECTRM NET Framework 3.5 (includes .NET 2.0 and 3.0) ~
+ [W]  NET Framework 4.7 Advanced Services

Active Directory Lightweight Directory Services
Containers

Data Center Bridging

Device Lockdown

Guarded Host

Hyper-V

Internet Explorer 11

Internet Information Services

Internet Information Services Hostable Web Core
Legacy Components

+ +

+

OOO0EROOO0O0O0O0O

Media Features

Microsoft Message Queue (MSMQ) Server v

Ca nEEI

+ [
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" e) Select “Web Management Tools” and the selected features as below of “ World Wide Web services”.

I, Windows Features — O X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

= [m]  web Management Tools A
# ] 1S 6 Management Compatibility
[IS Management Console
IIS Management Scripts and Tools
IIS Management Service
= [m] = World Wide Web Services
-/ [m] = Application Development Features
.NET Extensibility 3.5
.NET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.7
CaGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
I [m] = Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
WebDAV Publishing
Health and Diagnostics
Custom Logging
HTTP Logging
Logging Tools
ODBC Logging
Request Monitor
Tracing
=/ [m]  Performance Features

OORINOREOORE

= [m]

OOO0ORIO " ORIORIRIE

[ ] Dynamic Content Compression
Static Content Compression
[+ [m] © Security

Lindmscim mtk linfmvinn atiocin Cnmsimmn Lot Lo AALAls T

OK Cancel

f) Click OK to enable the feature.
g) Restart your computer as indicated by the wizard to complete the task.
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a

Windows completed the requested changes.

Windows needs to reboot your PC to finish installing the requested changes.

Don't restart

1. Open IIS Manager by putting ‘iis” on the ‘search program and files’ after Windows Start menu for

Windows 7 or Windows10. IIS Manager can be started in Windows 8 as below

B
'._
-
-
-
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- U - — ik - ) a ‘
vﬂlnternet]nformation Services (IIS) Manager o || & @
() [ oseTest-pc » IR

File View Help
Connections Actions ‘
G; OSE-TEST-PC Home
¢ Manage Server
493 OSE-TEST-PC (OSE-Test-PC\OSE B 2 Restart
ter - BB Go - ' 5
2 Application Pools Filter: 0 Go - G Show Al | Group by: = B
4 @ Sites ASP.NET = B Siop
. Q) Default Web Site = '
> g Poca ._g \\‘% E 0 ;.? View {—ppllcatwcn Pools
NET NET NET Error NET NET Trust = View Sites
Authorizat.. Compilation ~ Pages  Globalization  Levels Change .NET Framework
@ ) ‘ = __»_H > Version
— ab p == g o Help
Application Connection Machine Key Pagesand  Providers Online Help
Settings Strings Controls
& &
Session State SMTP E-mail
s
2 Fall e == =
Ready 9.

2. Right click on “Sites” in the left menu and click on Add web site. Fill up the configurations as below
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| Add Web Site [ B |zl
] site name:

Content Directory
Physical path:
Chinetpublwwwroot\poca m
Pass-through authentication
[ Connect as... ] l Test Settings...
Binding
Type: IP address: Port:
http v] All Unassigned - &0
Host name:
poca.pub.com|
Example: www.contoso.com or marketing.contoso.com
Start Web site immediately
0K ] [ Cancel

3.
Settings in the right pane.

Expand “Sites” and you will find “poca” under there. Click on Poca folder and click on Advanced
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@ ; @ » BITSPCS » Sites » Default Web Site » Poca »

File View Help

Internet Information Services (IIS) Manager

Connections

A

a --qﬂ BITSPCS (BITSPCS'hshiswas)
- l_;? Application Pools
4-[&| Sites
4 &) Default Web Site
B | aspnet_client
E-? Poca
[P Pocalld

|:> @ Poca

9 /Poca Home
HEl

Filter: - W Go - %ShowAll Group by: Area
ASP.NET
= &
| T 4
MNET NET JNET Error NET
Authorizat.. Compilation Pages Globalization
115
B d oo
Authentic., Compression  Default Directory
Document  Browsing

Management

Configurat...
Editor

4 (General)
Application Pool DefaultAppPool
CAinetpub\wwwroot\Poca
Physical Path Credentials
Physical Path Credentials Logon ClearText
Preload Enabled False
Virtual Path /Poca
4 Behavior
Enabled Protocols http
Physical Path
[physicalPath] Physical path to the content for the virtual directory.
0K ! ! Cancel

4. The Application pool is the DefaultAppPool. Check the properties of DefaultApplication pool. .NET
Framework should be 4.0 and run under classic or integrated pipeline
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The following screen print will appear for Windows 7/Windows 10 IIS.

'ﬂ'a Internet Information Services (II5) Manager

@ @ |J|;f v OSE-TEST-PC » Application Pools

File  View Help

C
| &

i il Application Pools I
- — ez
483 OSE-TEST-PC (OSE-Test-PC\OSE _ Edit Application Pool LX)
= e This page I £ SErVEr
L Application Pools Application| 120 r more
4@ Sites application
> Q) Default Web Site : PefaitAppPoot
i 4 Poca itex MET Framewaork version: =
Name [.NEr Framewaork v4.0.30319 v| Hentity
[} ASP.NE] hpplicationPaol
*ff} Managed pipeline mode: Bl ?ca ?on il
L= ASP.NE] LpplicationPool
Q Classic | []ntegla’(ed '] LpplicationPool
2} Defaultd hpplicatienPool
L=f Defau T : : pplicationPool
| Start licati | diatel
QPoca e e LpplicationPool
i 0K ] [ Cancel
1| i 3
Ready
Same screen for Windows 8 IS will be little different as below:
Advanced Settings ? =
@ » BITS-PCT » Sites » poca | 4 (General)
Application Pool DefaultAppPool
iew  Help Bindings http:*:80:poca.pub.com
ons o 1 Actions
0 B Mame poca ! ]
—_ Physical Path CAinetpub\wwwroot\Poca M bplore
I5-PC7 (Bits-pcT\bitspcT) — Edit Permi
' Application Pools : e
Sites ASP.NET " B :qn;sm
@ poca AR IAppIication pool: InFInQSII_I
‘_‘g 2 iDefauItAppPooI Becic oet
ST S . View Appl
Authorizat b Li Eopete View Virtu
é‘g .Net CLR Version: 4.0 Manage Webs
4 Pipeline mode: Integrated A
MET User ite e Restart
b t
@l 0K | Cancel B Stop
= Browse W\
SMTP E-m == Browse po
*:80 (http)
15 Application Pool ~ Advanced
Py [app_licaFionPooI] Configures this application to run in the specified it Configure
E— application pool. S
I@ Lirnits...

i oK Ji=] Cancel

Actions

e
po

v

x

Add Applicatio
Set Application
Application Po
Start

Stop

Recycle...

Edit Applicatio
Basic Settings...
Recycling...
Advanced Setti
Rename
Remove

View Applicatic
Help

Online Help
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5. There is a host name entry for the application during the creation of Web site through IIS Manager.
Your host name is poca.pub.com and hosts file is located at C:\Windows\System32\Drivers\etc.
Enter the new host as below. The Administrator privilege is required to modify the hosts file. Open
NOTEPAD as Administrator and open the file on there. Add the new entry at the bottom as below.

__Ifie Edit _F_ca_rmat View Hilp L
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#° symbol.
#
# For example:
#
# 182.54.94.97 rhino.acme.com # source server
# 38.25.63.18 X.acme ., com # x client host
# localhost name resolution is handled withim DNS itself.
127.8.09.1 localhost
# i | localhost

FE?.B.E.l pnca.pub.corri I

6. Web.config file under c:/inetpub/wwwroot/poca folder needs to be configured. Based on
EmailServerType the values need to modify. If the corporate SMTP server is used, then
‘EmailServerType’ will be ‘Custom’ otherwise ‘gmail’ can be used for any publicly open email server.
In publicly open email server DO NOT CHANGE ‘<add key="EmailServerType” value = “gmail” />’. If
you want to use different email servers other than Gmail e.g. Hotmail, Yahoo etc., just change the
other variables like EmailServer, EmailUsername, EmailUserpassword, EmailPort and EmailEnableSSL
accordingly. In that case, you can replace the value of the variables ‘EmailUsername’ and
‘EmailUserpassword’ with your own email account.

Also, in web.config file, in “ERROR REPORTING” section, the ‘ErrorFromEmail’ and ‘ErrorToEmail’
values are set to youremail@company.domain’. Use a valid Administrator email address to replace
‘youremail@company.domain’ value in these 2 configurations.
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<l--
Email system setup.
EmailServerType key is the server type - set to "gmail" or "custom".

EmailServer key is the server name of the email server i.e. gmail/yahoo/homail or some corporate email server

EmailUsername key is the username for logging into the email server.
EmailUserpassword key is the password for the user that is logging into the email server.
EmailPort key is the email server port.
EmailEnableSSL key is to set SSL communication true or false
-->

<!-- In case of corporate exchange server, the setting will be as below. --»>
<l--

<add key="EmailServerType" value="custom”/>

<add key="EmailServer" value="Your Corporate EMAIL Server/>

<add key="FEmailUsername" value=""|/>

<add key="EmailUserpassword" value=""/>
-->

<!-- In case of third party hosted exchange server for small businesses, the setting will be as below. -->

<l--
<add key="EmailServerType" value="gmail"/>
<add key="EmailServer" value="Your Company SMTP Server OR Gmail/Yahoo email SMTP Server/>
<add key="EmailUsername"” value="youremail@company.domain”/>
<add key="EmailUserpassword” value="youremailpassword"/>
<add key="EmailPort" value="yourEmailServerPort"/>
<add key="EmailEnableSSL" value="false"/>
-->

<!-- Default Settings: In case of gmail mail server, the setting will be as below. --»
<add key="EmailServerType" value="gmail"/>

<add key="EmailServer" value="smtp.gmail.com"/>

<add key="EmailUsername" value="pocabits@gmail.com"/>

<add key="EmailUserpassword" value="Poc@123456789"/>

<add key="EmailPort" wvalue="587"/>

<add key="EmailEnableSSL" value="true"/>

<!-- ERROR REPORTING -->

<!-- ONLY ONE FROM AND TO EMAIL ALLOWED-->

<add key="SendErrorEmail" value="true"/>

<add key="CreateErrorLog" value="true"/>

<add key="ForceErrorMessage" value="0"/>

<add key="ErrorFromEmail” value="youremail@domain.com”/>
<add key="ErrorToEmail"” value="youremail@domain.com"/>

7. Open the URL http://poca.pub.com/ and Log into the application with the User ID “Admin” and

password “pocaadmin$”
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5. ADDITIONAL NOTES:

* The POCA Installation directory also contains the folder “Poca_Source_Code” that contains the
source codes for not only the main POCA application but for all of its dependent projects. If you
wish to update these code sets then you can just copy this folder to your development system
and open the “WebApp.sin” file in Visual Studio 2010. Please note that FDA will not provide any
help or technical support to understand the source code.

* How do | fix the ORA-65096 error?: ( ONLY FOR oracle 12¢ Container database )

In Oracle 12c database, while running the script, create_poca.sql, you may get errors ORA-
65096: Invalid common user or role name. If the database is created as a container database,
the user cannot be created and we receive “ORA-65096: Invalid common user or role name in
Oracle” error.

There are two options to fix tis error

a. connect system/manager as sysdba
SQl> alter session set " ORACLE_SCRIPT"=true;
b. Add the c## prefix to the username poca as cH##poca in the script create_poca.sql and

run the script. Also add c## prefix as cH##poca in poca_import.bat batch file before
running the batch file.
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